Information Technology/Operations Preparedness

Preparation before the fact is the first step in successful disaster recovery. The more time spent in advance planning for different situations, the easier, smoother, and faster the IT recovery will progress.

NOTE: Because of time limitations, this document currently provides only basic information about preparedness.  Future versions of this document will include the steps you can take during a disaster, based on the severity of the disaster.  

Data Backup

Think through the data backup issues before they become problems during a disaster and consider each one based on your foundation's situation. For example, backup media can include tapes, external hard drives, etc. 

· Perform nightly backups of your data; include:

· FIMS, Foundation Power, Blackbaud or other primary database.
· E-mail.
· Network files.
· SharePoint.
· Shared documents.
· Store foundation files on a server or PC that is backed up nightly.

· Rotate your backups off-site:  employee’s home or formal storage facility.

· Store backups off-site with the exception of what you will need for the next backup. 

· If you do incremental or differential backups versus full backups, make sure you understand the difference.  Only let qualified people perform the restore.

· If you use tapes, how many tapes are in your tape rotation?  If your server was destroyed today (weekday, weekend, month end, year end, etc) how much data would you have access to on your media?

· Determine how your recovery process would change if the disaster happened overnight, on a weekend, at 9 a.m. or at 4 p.m.?

· Test your restore procedures.  The number one failure during a disaster recovery process is the media.

· Set up a media test interval, no less than six months.

· Perform a recovery, either live or test, every six months. 

· Set aside time for a full test restore at least annually.

· Make sure you have a drive that is compatible with your backup media.  Finding a compatible drive during a crisis may be difficult or, in some cases, impossible.

Software

What software is being used by the foundation?  Do you have the application on CD and, if so, is a copy also stored off-site?  What software is critical to the day-to-day operation of the foundation?
	Inventory
	Number of Licenses
	Version if Appropriate
	Product Key if Required 
	Location of CD
	Notes

	Microsoft Office
	
	
	
	
	

	Microsoft Windows 
	
	
	
	
	

	Small Business Server 
	
	
	
	
	

	Adobe Acrobat
	
	
	
	
	

	Adobe Creative Suite
	
	
	
	
	

	QuickBooks
	
	
	
	
	

	Google Earth
	
	
	
	
	

	Bank Access Software
	
	
	
	
	

	FIMS/Blackbaud
	
	
	
	
	

	Hard Drive Clone Software (Ghost)
	
	
	
	
	


Installation instructions should be stored off-site and written so that a nontechnical person can install software if necessary and appropriate.  
Software that is not commonly used should have instructions detailing any special settings or replies during the install process.  Even a technical person will not be able to install the software correctly if they don’t know the proper replies or parameters to enter.

Take notes during your recovery testing and keep them with the install instructions.

Hardware

What hardware is being used by the foundation?  Some items on the list below may not be in use currently, but this provides a starting point to understand what you have and what you will need in a disaster.

· Make an inventory list of the following:

· Servers

· Hubs

· Routers

· PCs

· Cables

· Backup tape drive

· Modems

· Fax machines

· Phone system

· Copiers

· Printers

· Scanners

· Tools for PC and LAN setup

· Surge protectors

· UPS

· Switches.
· Include number of machines, model numbers, vendor, etc.

· Determine the minimum equipment needed to function in a disaster.
· Make a list of the equipment to take if you needed to leave the building in 15 minutes.

· Make a list of the equipment to take if you had a day to prepare.  Prioritize the list.

· Indicate the location of each piece of equipment, so that you know what equipment is in each office and what type of hardware you have overall.

· Make a list of all passwords.  Give a copy to the technical representative and at least two other foundation staff members.  Include passwords for special software such as accounting, finance, bank applications, website access.

Other Issues and Considerations

· Do you scan documents and store them on the LAN?  This could be critical if all hard copy documents are lost in a fire.

· Do you have a reciprocal IT agreement with another foundation?  What does it include?
· Determine the IT recovery order.  What will be brought up first—servers, workstations, e-mail, etc.—based on critical business processes identified in other parts of this plan.  

· Identify tasks that can be handled by nontechnical people.  This will allow the technical people to focus on the tasks that only they can complete.  Assign responsibility for the nontechnical tasks as part of the planning process.

· Conduct a table-top IT recovery exercise.  Keep it short and focused; don't let the discussion wander.  Have the participants make notes if they want to discuss other issues.  Cover them in the next exercise.

